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Transcricdo

Os problemas de injecgéo de cédigo, conforme vimos, sdo muito comuns. A OWASP é uma empresa sem fins lucrativos,
que desenvolveu o projeto que estamos utilizando e também criou um ranking das maiores vulnerabilidades que

existem na internet. O ranking esta disponivel na pagina da Owasp, clicando aqui:
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Al-Inlection Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an interpreter as part of a command or
Al-Injection guery. The attacker's hostile data can trick the interpreter into executing unintended commands or accessing data without proper
authorization.
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A2-Broken
Authentication and Application functions related to authentication and session management are often not implemented correctly, allowing attackers to
5 compromise passwords, keys, or session tokens, or to exploit other implementation flaws to assume other users' identities.
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A3-Cross-Site Scriptin XSS flaws occur whenever an application takes unfrusted data and sends it to a web browser without proper validation or escaping.
9 XSS allows attackers to execute scripts in the victim's browser which can hijack user sessions, deface web sites, or redirect the user to
(XSS) malicious sites.
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Ad-Insecure Direct A direct object reference occurs when a developer exposes a reference to an internal implementation object, such as a file, directory,
or database key. Without an access control check or other protection, attackers can manipulate these references to access
Object References unauthorized data.
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Essas informacdes sdo baseadas em dados que a OWASP recolhe de diversas empresas!

Repare que Al-Injection ocupa a primeira posicdo no quesito de problemas de vulnerabilidade. Clicando nela, abre-se
uma nova pagina com mais referéncias sobre essa vulnerabilidade. Mais abaixo nesse novo link podemos verificar

textos que trazem historias de ataques comumente realizados e também dicas de como podemos nos prevenir!

https://cursos.alura.com.br/course/seguranca-web-vulnerabilidades-do-seu-sistema/task/22402



