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O os

Maos a obra: Analisando trafego com o Wireshark

Iremos agora verificar o que um usudrio mal intencionado podera fazer para analisar protocolos que estdo passando na

rede.

o Abra o Wireshark, que deve ter sido instalado junto com o GNS3.

¢ Escolha a placa de rede de seu computador.

 No filtro, coloque o protocolo HTTP .
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No. Time: Source Destination Protocol Length Info
36 8.836374 192.168.83.227 239.255.255.258 SSDP 215 M-SEARCH * HTTP/1.1
42 9.841841 192.168.83.227 239.255.255.258 SSDP 215 M-SEARCH * HTTP/1.1
49 10.842349 192.168.83.227 239.255.255.258 550P 215 M-SEARCH * HTTP/1.1
= 61 11.843055 192.168.83.227 239.255.255.258 SSDP 215 M-SEARCH * HTTP/1.1
98 21.601093 192.168.83.162 239.255.255.25@8 SSDP 214 M-SEARCH * HTTP/1.1
187 22.625813 192.168.83.162 239.255.255.258 S5DP 214 M-SEARCH * HTTP/1.1
116 22.938787 192.168.83.236 239.255.255.25@ SSDP 216 M-SEARCH * HTTR/1.1
118 23.651932 192.168.83.162 239.255.255.258 SSDP 214 M-SEARCH * HTTP/1.1
124 24.369141 192.168.83.236 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
134 25.395296 192.168.83.236 239.255.255.25@ 55DP 216 M-SEARCH * HTTP/1.1
151 26.733034 192.168.83.236 239.255.255.258 550P 216 M-SEARCH * HTTP/1.1
168 27.234111 192.168.83.121 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
184 28.259175 192.168.83.121 239.255.255.25@ SSDP 216 M-SEARCH * HTTP/1.1
169 29.283734 192.168.83.121 239.255.255.258 55DP 216 M-SEARCH * HTTP/1.1
183 30.385399 192.168.83.121 239.255.255.25@ SSDP 216 M-SEARCH * HTTR/1.1
496 43.809145 192.168.83.177 239.255.255.258 SSDP 214 M-SEARCH * HTTP/1.1
583 44.8312081 192.168.83.177 239.255.255.258 SSDP 214 M-SEARCH * HTTP/1.1
588 44.948634 192.168.83.177 239.255.255.258 SSDP 214 M-SEARCH * HTTP/1.1
511 46.877135 192.168.83.177 239.255.255.258 550P 214 M-SEARCH * HTTP/1.1
512 46.080810 192.168.83.1 239.255.255.25@ SSDP 379 NOTIFY * HTTP/1.1
513 46.0883886 192.168.83.1 239.255.255.25@8 SSDP 324 NOTIFY * HTTP/1.1 v
» Frame 36: 215 bytes on wire (1728 bits), 215 bytes captured (1728 bits) on interface @
> Ethernet II, Src: Palladiu_Sb:f8:07 (Sc:c9:d3:5b:f@:87), Dst: IPvdmcast_7f:ff:fa (@1:8@:5e:7f:ff:fa)
> Internet Protocol Version 4, Src: 192.168.83.227, Dst: 239.255.255.250
» User Datagram Protocol, Src Port: 49417 (49417), Dst Port: 198@ (1988)
- Hypertext Transfer Protocol
80000001 00000200 01011116 81111111 11111111 11111616 81811168 11681601 ~
11010011 01011011 11116000 02000111
00000000 11001001 ARGA1100 01100011 G00OA00A AOOOOARO 0ORGOEO1 GEO10GO1
12101062 00111011 11000200 10101680 018168011 111686811 11161111 11111111
11111111 11111010 11062001 62001021 00220111 91101100 20000220 10110101
11110662 01000000 01001101 @5101161 01010011 21000101 01000001 01610016 v

(O 7 wireshark_pcapng_4877F498-387A-48D2-A170-ASEB31182668_20151212123046 _a11156

|| Packets: 753 - Displayed: 42 (5.6%)

|| profile: Default

e Como fizemos no video, abra um site que utilize o protocolo HTTP , por exemplo o blog da Alura

(http://blog.alura.com.bry).

¢ Volte para o Wireshark e procure pela requisicdo GET .

Tente encontrar na andalise mais detalhada, informacé6es da pagina acessada. Qual o resultado?

https://cursos.alura.com.br/course/seguranca-redes/task/22749
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